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Chapter 1 Introduction 
Dis仕ibuted computing sys旬ms (DCSs), such as peぽ ωp悶 (P2P) systems and volunteぽ computing systems, 
訂eplaying important roles in indus位yandoぽ dailylife. However, DCSs are vu1nerable to 血efalse result attack 
and 也e Sybil a枕ack. In a DCS, under the false resu1t attack, malicious worker nodes deliberately send incorrect 
results of computing tasks to host nodes. Und釘血e Sybil a杭ack， malicious users control many Sybil nodes to 
interfere 血esystem. To ensure 出eapplication and 血edevelopment of DCSs, it is necessary to address these two 
attacks. 
百le existing solutions to 血e 白lse resu1t attack are either inefficient or impractical. Existing mechanisms for 
resisting the false result attack 訂'e bωed on two teclu問ues: Replic剖ion and Quiz. The Replication-based 
solutions enable hos臼 to distinguish correct resul臼企'Om incorrect ones. For a host and i旬、workers， the host 
dispatches each 也skto multiple workers. Having received the results, the host chooses a result as being co町'ect
using a majority vote. 百le e百iciency of 白e false result resis住宅 mechanisms is de白led 郡白e pe四en泊ge of 
unique tasks computed by workers among al the tasks computed by workers. Replication-based solutions 白ce
the problem ofbeing ine伍cient，because each 旬skis repeatedly computed multiple times. on the other hand, the 
Quiz-b蹴d solutions enable hostsωdistinguish malicious workers 企'Omhonest workers. For each host and its 
workers, the host sends to each worker a task set. Each 旬sk set contains some special tasks tぽmed quizzes. 
Having received the results 企'Om workers, the host can judge a worker ωbe malicious if any result ωthe quizzes 
returned by 血is worker is incorrect. To implement Quiz-based solutions, howevlぽ， it is required 血at quizzes 
satisちrcertain special properties. How to generate quizzes 血at satis今世lesepropぽtiesis stil an open problem. 
Meanwhile, existing solutions ω 血e false result attack 紅'e also problematic. Today, Sybil detecting algorithms 
也at 訂'e based on the social network model (SNM) are 血e representative Sybil resisting solutions. 官邸
dissertation denotes 仕lese algor泊ms 血e SSD algorithms. SNM isa model 血atdepicts the network topologies of 
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DCSs. In a DCS, the edges 血atconnect nodes of different types (honest nodes and Sybil nodes) 訂e called the 
attack edges. SNM assumes 白at 血enumbぽ ofattack edges 白血esystem is small. SSD algorithms aimωenable 
each honest node to judge the types of othぽ nodes. In SNM・based DCSs, since 仕lenumber of a伽，ck edges is 
small, the attack edges form a bottleneck 血at weakens 白e communication between nodes of diffcぽ'ent types. 
Hence, it is easier for honest nodes to communicate wi血 othぽ honest nodes 血.anwi血 Sybilnodes. Utilizing this 
prl句児rty，honest nodes c釦 distinguishhonest nodes 企'Om Sybil nodes. 百lepぽformancesof SSD algor地msare
evaluated by two metrics: honest acc叩t rate (har) and Sybil acc叩t rate (sar). har rl句，resen包血e average 
probability 由討 honest nodes accept each 0由民 and sar represents 血e average probability 也at honest nodes 
accept Sybil nodes. H町民 two nodes accepting (li司ecting) each other m伺ns 血at these two nodes regard each 
o血ぽ ωbehonest (Sybil). 百le existing SSD a1gorithms face the problem of being inaccurate -they have high 
sαr and low har. The bottleneck formed by the attack edges cannot completely prohibit the communication 
between nodes of di首紅白1t 勿pes. Hence, nodes make many incorrect judgmen胞.
百le objective of this dissertation isωcreate more effective mechanisms ωresist the 白lseresult attack and the 
Sybil attack. To 出is end，血is dissertation aims ωdesign false result attack resisting mechanisms 也at are both 
efficient and quiz-企'ee，and toα'eate accurate SSD algorithínsωresist 血eSybi1 a抗ack.
Chapter 2 MSC: a Practical Spot Checking Mechanism 
Chapter 2 proposes Mutual Spot Checking (MSC), an algori由m 血atenables hosぉ ωdetectmalicious workers. 
百lekey idea isωuse normal tasks，血stead of quizzes, to check 血e types of workers. In MSC, hos包 dispatch
checking tasks (normal 旬sks) to each worker to compute. Then, hosts incre脱出e reliabilities of workers 血at
retum co町民t resul包 tothe checking tasks. Since honest workers retum more correct results，血ereliabilities of 
honest workers will be highぽ白anthose of malicious workers. 官邸 enables hos臼 todistinguish honest workers 
仕'Ommalicious ones. In MSC, quizzes 訂'ereplaced wi血 normal 旬sks，組donly血.echecking tasks are repeatedly 
computed.τhぽefore， MSC is more practical 出an 血e Qu包-based solutions, and more e伍cient 由m 白e
Replication-based solutions. 
百le pぽformance of MSC is evaluated 企'Om three aspec包 reliability gap, efficiency，組d conv，ぽgence.
Th∞，retical analysis and simulations reveal 伽tthe reliabilities ofhonest workers are averagely higher・血加せlose
of malicious workers in reasonable DCSs: 1). al DCSs when ma1icious work，ぽ do not collude, and 2). DCSs 
w1出 malicious workers less 血an honest workers when malicious workers can collude. Additionally，血e
血ωreticalefficiency of MSC is near op白nal. Finally, simulation results show 也剖血ereliability of each worker 
conve培:es to a stable value wi白血 ten rounds, which means 血athosts can quick1y identiち，ma1icious workers 
before accepting many incorrect results. These evaluation results validate 血atMSC is an efficient and practical 
solution to 白e 白lseresult attack. 
Chapter 3 SybiIDetector: an Attack Edge Detecting-Ba関dSybil Detecting A1gori曲m
Chapter 3 creates an accurate SSD algorithmωresist 血e Sybil attack. To increase the accuracy of SSD 
algorithms, it is necessaryω 白rther prohibit 也.ecommunication hetween nodes of di貸erenttypes. For 由is aim, 
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出ebasic id伺 is to detect and cut the attack edges. Hence，仕1e core innovation of Chapters 3 and 4 is 釦 attack
edgedetec白19technique -to enable honest nodes to distinguish the attack edges in 血esystem. 
Specifically, Chapter 3 proposes an attack edge detecting-based SSD algorithm called SybiIDetector for 
au血orizedDCSs -DCSs 出atcontain trustful authorities. 百1ebasic idea of SybilDetector is 出品llows.In a DCS, 
the shortest paths between nodes of di能rent 旬peshave ぬ pぉs the attack edges. Hence, in SybiIDetector, two 
nodes accept each other only if the shortest pa由sbetween these two nodes do not pωs the attack edges. In也is
way, honest nodes can acceptωcho血ぽ andr宮jectSybil nodes. 
百1e core of SybiIDetector is an attack edge detec也19 mechanism b鎚edon 血.e shortest pa血 edge betw閃:nness
(SPEB), called SPEB・AED.In SybiIDetector, nodes need to judge whethぽ ornota cぽtainedge is an attack edge. 
SPEB・AED is designed to rea1ize 血is aim. 百1e SPEB is a kind of edge betweenness metrics -metrics 血at
meas町'ecertain properties of edges. In a DCS, for each pair of nodes and each shortest pa血 between these two 
nodes, a message is 回nsmitted along 血isshortest path. 百1en，也eSPEB of each edge is defined as 血enumbぽ of
messages passing through 白isedge. Previous research 問:vealed 白剖血.eSPEB satisfies a detec白19 proI町ty- 血e
SPEBs of attack edges 訂'e high，ぽ血an those of non-attack edges. 百1erefore，血e problem of detecting attack 
edges is equal to the problem of detecting the edges wi血 high SPEBs. Specifically, SPEB・AED has two st句s.
First，伺chnode computes 血e SPEBs of也e edges. Each node 血en compu旬s a de旬ctingthreshold and reg紅白
the edges wi血 SPEBs highぽ也組問 detec白19 threshold as attack edges. In血is way，伺.ch honest node can 
detect attack edges and 白山 dis也19uishSybil nod飽食omhonest ones. 
To evaluate SybiIDetector, its accuracy is compared with 血剖 ofSybilLimit on real world and synthetic network 
topologies. Here, Sy凶Limit is an existing represe:ntative SSD algori血m. The har of SybiIDetector is 
comparable wi白血at ofSybi江imit. However，血esar of SybilDetector is at least 4x and 10x lower 由加血esar
of SybilLimit in the real world network topology and the synthetic network topology, respectively. 百1eseresults 
not only confirm 伽.tSybilDetector is an accurate SSD algorithm, but also clariちrthe po蜘tialofthe a伽.ckedge
detecting technique in resisting the Sybil a抗ack. lt is expected 血剖 moreeffective Sybil resisting algori也mscan
be created using the a仕ackedgede旬ctingtechnique in 出efu加re.
Cha叩ptl伽e町r4RSC: a創nAt伽旬ck匙正 EdgeDete舵c“伽n略E唱gAlg伊or愉mforS勾yb凶姐 R恥.es由，is“伽ng
Chapter 4 designs 組 attackedge detecting algorithm called Random walk and SNM・based Cl凶tering(RSC) for 
unauthorized DCSs -DCSs 由atdo not contain trustful authorities. In order to create accurate SSD algorithms, it 
isαucial to detect the attack edges. In au血orized DCSs, it is feasibleωdetect the at同.ckedges by computing the 
SPEBs of edges. In unauthorized DCSs, however, computing the SPEB is impossible because of the interfぽ如何
of Sybil nodes. 百1e goal of Chapter 4 is to cre剖e an algorithm 血at enables each honest node to identiち， the 
possible attack edges 創nongits incident edges in unauthorized DCSs. 百世s algori註uncan then be 凶edωcreate
accurate SSD algorithms for unauthorized DCSs. 
To Cfi伺低血is attack edge detec也19 algorithm, Chapter 4 旬kes two st，句s. 百1e first step is to choose 如 edge
betweennessmetric 血atsatisfies two pro戸汀ties: 1). 由ismetric satisfies the detecting propぽty，and 2). 血ismetric 
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C組 besec町dycomputed in Wlauthorized DCSs Wlder malicious interference. Such an edge betweenness metric 
is called a detecting me出c. The second step is to enable each node to compute 由ebetweennesses of its edges 
securely in a distributed mannぽ.A食ぽ仕1ese two steps, since the attack edges have high betweennesses, each 
node can identiちr 仕1eattack edges among its incident edges. 
Specifically, Chaptl町 4 白'St chooses the random walk edge betweenness (RWEB) as 血e detecting me佐ic for 
Wlauthorized DCSs. Like the SPEB，血eRWEB isan edge betwe田messmetric de白1edby previous 問search.Ina 
DCS, each pa廿 ofnodes disseminates a message to each 0由民 whぽe 血emessage is 紅ansmi抗:edbetween these 
two nodes in a random walk mannぽ.百1en，白eRWEB of an edge is the expected numbぽ ofmessages passing 
血rough 由is edge. As all 血e messages between nodes of di妊erent types have to pass the attack edges, this 
dissertation ex戸C白血at 血eRWEB 錦tisfi郎血e detec也19pro伊~. Moreover，血eRWEB iscomputed based on 
也einformation of random walk messages in 血esystem. It is h訂伽 forSybil nodes to interfere 由ecomputing of 
the information of random walk messages 血an to intぽfぽ'e the computing of shortest pa白血formation. 百11S
makes it possible to compute RWEBs in Wlauthorized DCSs. Based on these two observations，血isdissertation 
uses 血，eRWEBsωthe detecting metric. Then, RSC is designed to enable each node to 路curely compute 血e
R WEBs of its incident edges Wldぽ malicious interfcぽ'enαs. Representative attacks ぽ'e discussed, and resisting 
mechanisms to these attacks are designed. Having obtained the RWEB knowledge, each node can now 
probabilistically distinguish the attack edges 企omits incident edges. 
百1eperformance of RSC is evaluated by the gap betw倒1the attack edge betweenness (aeb) and 白ehonest edge 
betweenness (heb). H町民 αeb (heb) represents 血，e average of 血e betweennesses of a伽，ck edges (non-attack 
edges) compu旬dbyRSC. 百1egap should be 1紅ge， so 血atthe attack edges can be clearly diffi町'entiatedfrom the 
non-attack edges. Simulations on real world and synthetic networks reveal 血ataeb is notably high，ぽ血組 heb.
This result shows 血剖 RSCis a feasible attack edge detecting algorithm for Wlauthorized DCSs. 
Chapter 4 then provides an example showing how RSC can be used to create accwョteSSD algorithms. 百lat is, 
RSC is embedded into SOHL -an exis住宅 SSD algori白m，to reduce 血esar of SOHL.百1enew SSD algorithm 
is called RSC-based Sybil Resisting (RSSR). In SOHL, two nodes accept each other if and only if血eirrandom
walk messages reach each othぽ. Because of the existence of 也e bottleneck formed by the attack edges, the 
probability 血at mes鈍ges of honest nodes reach Sybil nodes is low. Accordingly, honest nodes can distinguish 
Sybil nodes from honest ones. In RSSR, honest nodes first detect the attack edges using RSC. 百1en， honest 
nodes prevent their random walk messages 企om traversing the attack edges. Accordingly, it is expected 白剖
RSSR achieves a loWiぽ sarcompared ωSOHL. Simulation resu1ts show 血at 血e sar of RSSR is 5x and 13x 
loWiぽ血m 也esar of SOHL in the real world network topologies 釦dsynthetic network topologies, respectively. 
百1eseresults confrrm the potential of RSC in crea白19accurate SSD algorithms. 
Chapter 5 Conclusions 
Chapter 5 ∞ncludes 血is dissぽ旬tion. 百1e algorithms designed in 血is dissぽtation can effectively address the 
false result attack and the Sybil a抗ack. Hence，血is dissぽtation makes a stable contribution in promoting 血e
application and development ofDCSs. 
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論文審査結果の要旨
P2P システムやボランティア計算システムなどの分散計算システムは社会の基盤技術と
して重要な役割を果たしている.しかしながら，これらの分散計算システムにおいては，悪
意のあるユーザによるシステムの妨害や破壊が問題となっている.本論文は，代表的な妨害
攻撃である不正結果攻撃および、シビル攻撃に着目し，安全性の高い分散計算システムを実現
するためのセキュリティ機構について論じたものであり，全編 5 章からなる.
第 1 章は緒論である.
第 2 章では，悪意のあるユーザ(不正ノード)が不正な計算結果を意図的にホストノードに
送り付ける不正結果攻撃について論じ，不正ノードを検出するための手法を提案している.
提案手法は，ホストがノードに対し少数の検証用タスクを送信し，ノードから返された結果
を分析することにより，不正ノードを検出する.提案手法は不正ノードの検出精度を維持し
たまま，検証用タスクによる計算の冗長度を削減しており，従来のクイズ手法に比べ，効率
的な不正結果攻撃対策が可能であることを明らかにしている.本章で得られた知見は，分散
計算システムにおける不正結果攻撃の防止に対し非常に有用である.
第 3 章では，悪意のあるユーザが複数のノードを使って分散システムを攻撃するシビル攻
撃問題に関して，特に管理ノードを持つ分散計算システムにおける攻撃について論じ，不正
ノードの検出手法を提案している.本論文では本論文では不正ノードから非不正ノードへの
接続リンクを攻撃リンクと呼ぶ.提案手法では，辺間隔度を用いてシステム中に存在する攻
撃リンクを検出し，攻撃リンクと非攻撃リンクの関係を解析することで，不正ノードを高精
度で検出する.性能評価では，既存の手法と比べ，提案手法が不正ノードを高精度で検出可
能であることを明らかにしており，これは有益な成果である.
第 4 章では，管理ノードを持たない分散計算システムにおける攻撃リンク検出に関して論
じている.管理ノードを持たない分散計算システムにおいては，辺間隔度を用いた攻撃リン
クの検出が行えない.そこで，本章ではまず，ランダムウオークに基づく辺間隔度を新たな
評価指標として提案している.提案する評価指標は，ノード問を接続するリンクの重要性を
示すものであり，シミュレーションによる評価では攻撃リンクは非攻撃リンクより高い値を
持つことを明らかにしている.さらに本章では，このランダムウオークに基づく辺間隔度を
用いた攻撃リンクの検出手法を提案している.性能評価では，提案手法によって不正ノード
を高い精度で検出可能であることを明らかにしており，これは分散計算システムにおける安
全性を向上させる極めて重要な成果である.
第 5 章は，本論文を総括し，結論としている.
以上要するに本論文は，計算結果の検証および、ノード間接続関係の解析による不正ノード
検出手法を提案し，分散計算システムの信頼性の向上を実現するための重要な知見を与える
もので，情報基礎科学および計算機科学の発展に寄与するところが少なくない.
よって，本論文は博士(情報科学)の学位論文として合格と認める.
62 
